NHOOPMALIUA
«O naunbonee pacnpocTpaHeHHBIX criocobax XHIIEeHUH, COBEPIIAEMBIX ¢
HCTIONBb30BAHHEM HHGOPMALHOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOIHH,
U Topszike oOpalleHus B TPAaBOOXpaHUTEIbHbIE OPTaHbl 3a 3alITOM IpaB»

TTpo6ieMa 3aIATH FPAKAAH OT XUILEHHH ¢ HCTIONB30BaHHEM HH(POPMALIMOHHO-
KOMMYHHKALMOHHBIX TEXHOIOTHH IIPOIOKAET OCTABAThCA KpalHe aKTyallbHOH.

AHaTH3 [JaHHBIX YTOJIOBHO-TIPABOBOM CTATHCTHKH CBHETENBCTBYET O pOCTE
yycra TaKuX NpecTymHbIX AesHuil. K Hanbonee THOMYHEIM criocofam MX COBEpIICHHA
MOXCHO OTHECTH CIIeIyIONIHE.

3710yMBIILTCHHUKHA 3BOHST [POKIAHAM, IPEICTABIIAACEH COTPYAHUKaMHU 6aHKOB,
HA3bIBAA HX 110 AMEHH, OTHECTBY, IIPOCAT COOOLMTE NaHHBIE 6aHKOBCKHX KapT (HOMep,
CVC (CVV), PIN-Kozibl ¥ T.11.) JUTS NPEAOTBpaIeHns SKOOBI HECAHKUHMOHHPOBAHHOTO
CIMCAHMS ASHEKHBIX cpesicTs b0 odopmirenns Kkpenuta. Menomnb3ys nepcoHanbHbIe
JaHHBlE, NOMYHAOT YAATEHHBIH MOCTYN K JIMYHOMY KaOuHETy KiuMeHTa OaHKa,
OCYILIECTBIMIOT MepeBO/l ACHEKHBIX CpeacTs Ge3 Beoma cobcrsennnka. [lpu aTom,
KaK TIPABHIO, TPECTYIHHKA MCIOJBb3YIOT INPOrpaMMbl TOAMEHB! TeleQOHHBIX
HOMEPOB, B CBA3H C YeM HOMEP BXO/IAIIEro 3BOHKa ONPEIeNseTcs y KIMEHTa Kak HOMep
GaHKa. 3a4acTyio BBEIEHHBIE B 3a0Ty/IeHHE IPakaHe CaMH INEPEBOIAT ACHENKHBIC
CpelCTBa Ha CHeTa, YKa3aHHbIE MOIICHHHUKAMH.,

PacnpocTpaHeHbl XWIIEHHS C MWCIIONB30BAHHEM NPECTYTHHKAMK CepBHCa
«Avito». Beoag rpaxmanuHa B 3a0/yXKICHHE OTHOCHTEIBHO CBOET0 HaMEPCHHA
npuoBPECTH WM MPOJATh TOBAp, B X0/ TeNe(OHHBIX PasTOBOPOB JOYMBILILICHHUKH
Y3HAIOT MHTEpEeCYIOIHe PeKBU3ATH! GAaHKOBCKOH KapThl MOTEPIICBIICTO, [IPH NOMOIIHA
KOTOpBIX BIIOCIEACTBHY CITHCHIBAIOT [EHEXHBIE CPENCTBA CO CYCTa HE3ABHCHMO OT
BOJH 3aKOHHOTO Biajenbua. B pane ciydyaes npeajaraercs MepeiTH Mo CChUTKaM, Ha
KOTOpBIE YKa3bIBAeT JUKEMPO/IABELL, [UIA OCIIEAYIONIEro NepeBoaa ICHEKHBIX CPE/ICTB,
[10C/Ie YEero TAKOe JIHIO He IPEAoCTABIIAET OIIaueHHbIN TOBap U HE BBIXOAHUT Ha CBA3b.

KpoMe 3TOro, NMpecTyNHUKH, HCTONb3ys 6a3bl JaHHBIX KOMIaHui MOOHIBHOM
CBSI3W, MaccoBo pacchinaioT SMS-coolmenus CCTyIOWEro CoAepHaHmi: «Bama
kapTa 3a6nokupopana. [l pa3s6IOKHPOBKH HEOOXOMMMO MO3BOHUTE 1O HOMEPY....
BONBIIMHCTBO TPAX/IaH, BMECTO TOrO, uTolbl cpasy obparHThCs B Omkaiimuit oduc
cBOEro GaHKa [is IPOBEPKH NOCTyMMBIIeH HEbOpMAaLyH THGO OCYIHIECTBHTH 3BOHOK B
cmyx0y KIMeHTCKOM MOIIEPKKH, Nepe3BaHUBAIOT N0 YKa3aHHOMY B SMS-cooluieHuH
HOMEPY, B XOJIe pa3roBopa epeatoT 3JI0yMbILUICHHHKaM undopmaluio 0 6aHKOBCKHX
pexsm3uTax, B ToM uucie o PIN-xozme, mocne 4ero OCYmICCTBIACTCH HE3aKOHHOE
CIIMCAHME [IEHEKHBIX CPENCTB. 3a4acTyio IpakKAaHe CaMH NEPEeBOIAT INCHEKHBIC
CpeicTBA Ha yKasaHHBIE NPECTYITHMKAMH (SAlUMIICHHbIE CHETa AKOOBI UIA MX
coxpanenus. QaKTHUECKU ACHEKHBIE CPEACTBA BHIOBIBAIOT U3 3aKOHHOIO BIAICHHUSA, H
COGCTBEHHMK HE HMEET K HUM JOCTyTa.

XumieHHs ACHEKHBIX CPEeICTB y TPakiaH COBEPUIAIOTCA TAKXKE ITyTeM
nanpannerus SMS-co06IIeHHH O BHIAIPHILIE, U NOMYYEHAA KOTOPOTO HEoOXO0IHMMO
TIEpeBeCTH JICHEKHbBIE CPCACTBA Ha yKa3aHHbIA a0OHEHTCKMHA HOMEP.

PactipocTpasiensl  GaxThl,  KOrJa  IpeCTylHHKH IPEACTABIAFOTCHA
pOACTBEHHUKAMH MO0 3HAKOMBIMH OTEPIICBIINX, paccKaskIBAIOT, YTO MOMaNy B Gexty
(cTamM  BHHOBHHMKOM  [OPOXHO-TPAHCIIOPTHOTO NPOUCIIECTBHA,  3a/epiKaHbl
COTPYIHHKAMH TIONHIIHH, CPOTHO TPeOYIOTCA NeHbIH Ha ONEPALio K TOMY nonobHoe)
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M IPOCAT CPOUHO IMPENOCTABUTh UM JICHEKHBIE CPEICTBA.

bonee Toro, 3M0yMBIIUIEHHHKY B3/IaMbIBAIOT 3JIEKTPOHHYIO T10YTY, aKKaYHTHI B
COLICETAX, NOC/Ie Yero OT HMEHH NOJIB30BATeNs PacChlIaloT IPaXIaHaM, CBEIEHUS O
KOTOPEIX UMEIOTCS B KOHTAKTAaX JAHHOTO JIMLA, TIpOchOBl 0 3aliMe IeHEXHBIX CPEACTB,
B pe3yNbTaTe JeHbIH OCTYIAIOT Ha CYET MOIICHHHKA.

HeenuHuuHBIME ~ TIPONOIUKAIOT  OCTaBaThCd  (JakThl  MOILUGHHHYECTBA
nocpeacTBoM c¢ObiTa uepes HMHTEPHET-MarasvHbel «HyAO-NPUOOPOBY, TEXHUKH,
MpenapaToB W JIEKapCcTB, TOBApPOB M YCIAYr IO $KOOBl JIbTOTHBIM paclEHKaM, a
dakTHYEeCKH N0 3aBbIIECHHON 1IeHe. MHOraa noTepnesune NojyyakoT TOBAPhI H YCIyTH
HIKE 3a8BJICHHOIO Ka4eCTRA WIH HE MOJTyHaloT X BOBCE.

Hmemmn MecTo dakTsl nepeBosia KPYIMHbIX JAEHEKHBIX CYMM MOIIEHHHKAM B CYET
OKa3aHHA J3KcTpaceHCOpHbIX yenyr. [lorepneBmime, Oyxy4d BBEICHHBIMM B
3a6myKaeHue, IEPEBOMIUTA 38 CHATHE MOPYM», IPEACKA3aHHe CYAbObD, «OUMCTKY
KapMbD» 30YMbILUICHHHKAM JCHEXKHbIE CPEACTBA.

BrigB/IeHBl CTy4aW HABA3BIBAHHUA YCIyr AKoObI I10 3alIMTE NpaBs JHL, paHee
TMOCTPAJABIIMX OT MPECTYNHBIX IOCATaTeIbCTB MO0 B pesynbrate nAeHCTBHH
HeIoGPOCOBECTHBIX MOCTABIIHKOB TOBapos H yciyr. [Ipeacrasisisck coTpyAHUKaMH
rOCYAAPCTBEHHBIX OpraHoB JHOO OpraHM3alMi, OCYMIECTB/SIOIIMX [OMOIIb
rpakaaHaM, KOTOPBIM IIPHYHHEH yIeps, mo/ BRIMBIIUICHHBIME NpeyIoramMy (omara
TPYZA a/BOKara, COCTAaBJICHHE HCKOBOrO 3asBJIEHHMA, KOMHCCHA 3a MEPEBOJ NCHET B
cYeT KOMMEHCALMH yiuepoa, HeCyLeCTBYIONMHH Hanor) TpefyIoT nepeaatn ACHEKHBIX
cpencTs, (paKTHYECKH He HMes HAMEPEHHIl BBITIOIHATE B3ATHIC 0053aTETLCTBA.

JU1d MHHHMH3AIMK BO3MOXKHBIX [OTePb H 3aIIMTHI BIAJENbLEB GaHKOBCKHX
KapT HeoOXomMMa NpocTas GIUTENbHOCTD H OCTOPOXKHOCTh rpakaaH. Kareropuyecku
HeNb3s coOBmAaTh MOCTOPOHHMM JIMIAM JIaHHBIE KapThbl, NEPCOHANbHLIC NaHHbIE M
KOJIs1, pycianHble B CMC; IpeIocTaBIIATh TAKHM JTMIaM JOCTYN K GaHKOBCKOH KapTe
yepe3 OHaiH-GaHkHHT, B moGbIX MONO3PHTEBHBIX CHTYalHsX HYXHO 3BOHHTH B
anK, BRUIABUIMI KapTy, 1O HOMEDY, YKa3aHHOMY Ha ee 0OOpOTHOH CTOpOHE, nubo
CaMHM TIepE3BAHUBATS JIHIAM, OT HMEHH KOTOPBIX MPEACTABHINCH MOLICHHHKH.

CrezyeT He NIOJABATHCS HKENAHHIO TIOYHMTh COMHUTENBHEIA BRIMTPAILI 6o
KOMIIEHCALMIO ¥ He IIEPEBOMHTS U 3TOT0 JEHEKHbIC CPE/ICTBE, & TAKKE OMIadHBaTh
TOBap TOJBKO [OC/IE €T0 TOYYEHHs, HE MOIb30BATHCA COMHHTEIBHBIMH YCIIyTaMH.

B caygasx, eciy TPaXAaHMH MOCTpaial OT MOMICHHHYCCKHX NEeACTBHA C
GaHKOBCKMMH KAPTAMH, HEOOXOAMMO HE3aMEIUTMTENbHO OOpaTHTBCH B 6aHK,
COOBIIATS, 9TO CIIHCAHME ISHEKHBIX CPE/ICTB [IPOM3OLILIO IIPOTHB BOJIM COOCTBEHHHUKA,
3a6JI0KHPOBATH KapTy, NOTyYHTh BBIIMCKY O JBHKCHHH JCHEXKHBIX CPEACTB N0 CHETY
(IO BO3MOXKHOCTH), I0JATh 3asBICHAE B IPABOOXPAHUTE/BHBIC OPraHkl.

B mofom ciydae, eciid COBEPIIAIOTCA WM COBEPLICHBl MOMICHHWYECKHE
felcTBIA, HeoOXoumMo 00paTUTRCS JIMYHO C 3afBICHHEM O NPECTYINICHHH B moboi
TepputopuanbHeiii  opran MBJL Poccum (monpasgmenenne nomuimM) Jmbo IO

TesieoHy.

ITpoxyparypa Tymbckol obnacTu



